Hupexropy OO0 «CEBSHEPI'OCBBIT»
P.B.bopsaruny
Hayanpnuka OUT

Tpycenesa B.10.

Cay:xebdHasi 3aIHCKA

Bo ucronHenue QenepanbHbIX 3aKOHOB, TOCTAHOBICHMS IpaBUTENbCTBA P u T.0. B chepe
3alTUTH IEPCOHATBHBIX JAHHBIX:

— ®enepanbHbli 3ak0H Ne 149-®@3 ot 27.07.2006 «O6 undopmanuy, HHHOPMAITHOHHBIX
TEXHOJIOTHSIX U 3alUTE HHOOPMAIIHAY;
— OenepanbHbIi 3ak0H Nel52-@3 o1 27.07.2006 «O nepcoHalbHBIX TaHHBIX?;

— Ioctanosnenue Ilpasutensctsa Poccuiickoit @enepamuu Ne 687 ot 15.09.2008 «O6
yreepxkaenun  llomoxeHus 00 0coOeHHOCTAX  0OpabOTKH — MEPCOHANBHBIX  JAHHBIX,
OCYIIECTBIIIEMOH 0€3 HCTI0Ib30BaH s CPEICTB aBTOMATH3AIMIY ;

— Tocranosnerre IIpaBurtenscra Poccuiickoit @enepamun Ne 1119 ot 01.11.2012 «O6
yTBEp)KJIeHHH TpeOOBaHMM K 3alidTe [epPCOHANBHBIX [aHHBIX [pH HX 00paboTke B
HH()OPMAIIMOHHEIX CHCTEMAaX NEPCOHAIBHBIX JaHHBIX)

— Ilpuxaz ®CTOK Poccum Ne 21 or 18.02.2013 «OO06 yTBepxIeHHH cOCTaBa
A COIEp)KaHMS OPraHM3ALMOHHEIX H TEXHHYECKHX Mep MO obecnedyeHHio Oe30IacHOCTH
epCOHANBHBIX JaHHBIX IpH HX 00paboTke B HH(POPMAMOHHBIX CHCTEMax IEPCOHATBHBIX
ITaHHBIX?;

— Ipuxas PCTIK Poccuu Ne 17 ot 11.02.2013 «O6 yrBepxnenun Tpebosanuii o 3ammure
uHpOpMAIIHY, HE COCTABIIIONIEH rocyJapCTBEHHYIO TalHy, COJEPKAIICHCs B TOCY IapCTBEHHBIX
HH(POPMALIMOHHEIX CHCTEMAX;

—IIpukas ®CB Poccum Ne 378 ot 10.07.2014 «O6 yreepxaennn Cocrasa
U CcolepKaHMs OPraHM3Al[MOHHBIX H TEXHHYECKHX Mep mo obecnedeHH:o Oe30macHOCTH
IIepPCOHANBHBIX NAaHHBIX NpPH HX 00paboTke B HHPOPMAIHOHHBIX CHCTEMax IIePCOHAIbHBIX
JAHHBIX C UCIONB30BAHHEM CPEJICTB KPUIITOrpaguueckoli 3aIuTel HHPOPMalH, HEOOXOINMBIX
JUIs BHIDONHEHHS YCTaHOBIEHHEIX [IpaButensctBoM Poccuiickoif ®enepanmu TpeOOBaHHH K
3alIMTE NEPCOHATBHBIX JAHHBIX UL K&KIOI0 U3 YPOBHEH 3alIUICHHOCTHY

—Ilpukaz ®CB Poccuz Ne 66 ot 09.02.2005 «OO6 yTBEepKACHHH IOJIOKEHHUA
0  pa3paboTKe, MPOM3BOACTBE,  pealH3alldd M  OKCIUIyaTanud  IIH(POBATBHBIX
(kpunTorpaduueckux) CpeacTs 3amuThl HHGopManuH (monoxenue [TK3-2005)»;

—Tpukaz @AIICA Ne 152 or 13.06.2001 «O6 yTBepXACHHH HHCTPYKIHUHU
06 opraHu3aiMu M 00ecreyeHHH 6e30IIacHOCTH XpaHeH:s, 00pabOTKH H Iepeladd N0 KaHalaMm
CBAI3H C HCIIOJB30BAHHMEM CPEICTB KPUIITOrpadHIecKot 3amuThl HHYOPMALMH ¢ OTPaHUYCHHBIM
JIOCTYIIOM, HE COjiepiKalieil CBEIeHHH, COCTABISIONUX rOCY IapCTBEHHY IO TalHY.

1 Dran. Coznanue 3amumennoii ceru O0mecTna.

Jl71s HemonHeHHUs 3aKoHoaarenbersa Poceuiickoit @eneparuy o 00eCeYeHHIO 3aIUTE]
KOPIOPATHBHBIX JAHHEIX OT BHEIIHAX U BHY TPHCETEBBIX YIPO3 MyTEM (rubTpanun Tpaduka,
obecneyeHus Oe3onacHOi paboTel yAal€HHBIX 0(HCOB B KOPIIOPATHBHBIX CHCTEMax H CEpBHCaXx,
3aIIATH MOOMIIBHBIX U BeO-pecypcoB KOMIAHHH, OPraHH3aluy 3alIH()POBaHHBIX KaHAJIOB CBSA3H,
¢ moMomeio cepradunuposannoro ®CTIOK nporpaMmmHo-annapaTHOrO KOMILIEKCa,
IpeIPHATAIO TpeOyeTcs: OpraHu3anis CIelHaIbHOr0 KOPIIOPATHBHOTO KOMILIEKCA 3aIllHThI
uH(OPMAIKH, JaHHBIH KOMIUIEKC PaccMaTpUBaeTCs Kak OCHOBHOE CPEJICTBO O0IIECTBa I



mu(pOBaHKS IOTOKA JaHHBIX MexIy oducamu u Habop 110 mwist 3ammTe! GU3HYECKHX CEPBEPOB
1 APM coTpyqHHKOB.

Haubonee pamuonansHeIM KOPIIOPATHBHBIM PEIIEHHEM CBOJIA BOIIPOCOB H 3aay 110
3aIuTe HHPOPMAIIUH MOKHO Ha3BaTh VipNet, KOTOPEIM IpeCTaBiseT |3 ceds
MHOTr0(yHKIHOHAIBHEIH IIPOrpaMMHO-aINIIaPaTHEIH KOMILIEKC [UIs 3alUThI JaHHBIX,
ceprupunrposanurlii @Cb Poccun. Ceprudukar coorBeTcTBHs TpebopaHuaM PenepanbHOkM
ciryx051 6e3onacHocti Poccun moaTeepkaaet, uto « BunmHery» MoskeT HCIONb30BaThHCS IS
KpHunTorpapuyuecKoil 3amuTsl KOHGHIeHIHATEHOH HHpOopManue. Ha cerousmamii 1eHs 3T0
0JIHA U3 CaMBIX MACINTaA0UPYEMBIX TEXHOJIOTHIT TOCTPOSHUS 3aIUINEHHBIX CETEH Ha
oTeuecTBEHHOM pHIHKE. IIpoaykTel « BunHer» BhITycKalOTCs Kak MporpaMMHO-aINapaTHEIMA
KOMIUIEKCAMH, TaK M IPOrpaMMHBIMU KoMiutekcamu « BunHer» BrimyckaeTcs B Momudukanusx
IUT TpEX omepaltmoHHbIX cucteM: Microsoft Windows, Linux u OS X. Bepcus ViPNet Client 4
BKJIFOYEHa B EUHBIH peecTp pOCCHHCKOTO MPOrpaMMHOTO 00ECIICUSHHS W TTOIHOCTEIO
COOTBETCTBYET TpeDOOBaHUSIM I'OCYIapCTBEHHOM IPOrpaMMbl HMIIOPTO3aMEIIEHHS.

2 Jrtan. Hactpoiika padounx MecT 0T HeCAHKIHOHHPOBAHHOTIO 0CTYMA.

ITudposuszanus Ou3HEC-IPOLECCOB, yUalleHHe Kubeparak u yKecTodeHne TpeOoBaHui
3akoHO#aTensCcTBa K I T-0e30macHocTH TpebyeT OT CHENHAINCTOB 10 6€30IIaCHOCTH, KaK
rocy1apCTB€HHBIX, TAK H KOMMCPDYECKHX KOMHaHHﬁ, HOBBIX KOMIIJIICKCHBIX pCIHeHI/II;'I ANA
obecrieueHns 6€300aCHOCTH paboyuuX CTaHIMI Ha 5 YPOBHAX: JaHHBIX, IPUIOXKEHHH, CeTH,
OIEpallMOHHOM cHUCTeMEI, nepudepuiiHoro 060pyI0BaHMUS.

Ha cerogusiimeuit feHp Ipeceyb NONBITKA HE3aKOHHOTO CTOPOHHETO NPOHHKHOBEHHUS B
JOKaIBHYIO KOPIIOPaTHBHYIO CETh, YCTPaHUTh HECAHKITMOHMPOBAHHEIA TOCTYI K HHQOpMAaLUK
Ha aBTOMaTU3MPOBAHHBIX pabOYHX MECTax I10JIb30BaTeNeH Jal0T BO3MOXKHOCTE
CIELUAM3UPOBAHHBIE PEIICHHS HECKOIBKHMX IIPOM3BOAUTENEH, onHako Secret Net 310
ONTHMANBHBIH NpoaykT, cepruduuupoanbiii @CTIK Poccun u BriroueHHblH B Equnb!it
peectp poccuiickoro 110 u cooTBeTCTBYIONMI TpeOOBaHUAM rOCIIPOrPAMMBI
HUMITOPTO3aMEINEeHH s, ITO3BOJIAIOMUHA IPUBECTH HH(POPMAIIMOHHBIE CHCTEMBI OPTraHU3AIIH B
COOTBETCTBHE TPeOOBAaHUAM PETyIHPYIOLIHNX JOKYMEHTOB.

3. DrTan 3amMTa cepBepPOB 0T HECAHKIMOHHPOBAHHOI0 OCTYIIA

Tak kak B COBpEMEHHBIX peaIusaX Iiy0oKas BUPTyaIH3altsl CEPBEPOB I101aBIISIOIIEro
OONBIIMHCTBA KOMIIAHHH JaBHO SBIISETCS CBEPIIMBIIUMCS (HaKTOM, TO, CIEI0BATENHHO, OHA
HECeT M HOBEIE Yrpo3sl 115l 0€30aCHOCTH JIaHHbIX.

[TpoayKTOB, KOTOPBIE 3aHAMAET OTIENBHYIO, OTHOCHTEIFHO HETaBHO IIOSBHBIIYIOCS
HHUIIY CPeIH IPOrpaMMHBIX cpeacTB 3amuThl HHpopMmauu (C3U), Takyro kak obecnedenue
0€30MacHOCTH BUPTYJBHBIX HHPACTPYKTYp, OTHOCHTENHHO HE MHOT0, U Hauboee
npuBliekaTenbHbM BEITISAUT VGate R2, o6nanaromuit cepruduxarom @CTOK. vGate R2 naer
BO3MOYKHOCTE KOHTPOJIIPOBATE CEpBepa YIPaBICHHSA M XOCTa THIIEPBHA30pa, 00ecIe rBaeT
LEJIOCTHYIO 3aIIUTY IPHIOKEHHH OT aTakK CO CTOPOHBI BUPTYalbHOH MHGPACTPYKTYPHI U
MI03BOJIAET YHU(PHUIIUPOBATE IOJIMTHKH 0€30IIaCHOCTH B I'eTEPOreHHOMH cpelie ¢ 3allUTOH Beex
KOMIIOHEHTOB CPE/Ibl BUPTYATH3AIMH.

4. ytan 110 gas ckanupoBaHus Ha 6a30Bble YSI3BUMOCTH CeTH 00mecTBa



B moboii cpejie, BKII0Yas HHGOPMAIHOHHYIO, HEH30EKHO IIOCTOSIHHO IIPOUCXOIAT
W3MEHEHHs], B TOM YHCJIe ¥ IIOTEHIHATLHO BPEJOHOCHEIE, TO3TOMY OJJHHM M3 HEOOXOIMMBIX
ycroBui obecnedenus 6e30I1aCHOCTH JaHHbIX SBIISIOTCS PEryJIIPHEIC POBEPKH COCTOSHNAS
V3JI0B BEIUHCIHTENBHOM ceTH. JIId pery/iapHOro eHTPali30BaHHOIO CKAaHHPOBAHKS, C LENIBI0
0OHapy’KeHHs NOTEHIIHATEHO HeOEe30I1aCHBIX TOYEK, UCIONIB3YIOTCA KOMILIEKCHBIE CPENCTBA
AHATH3a 3ALTMIIEHHOCTH BEIYMCIUTENBHBIX cicTeM. ONTUMAaNbHEIM HHCTPYMEHTOM IIPOBEACHHS
cepTHHKALMK M Pa3IMYHBIX HHCIIEKIMOHHBIX IIPOBEPOK aBTOMATH3HPOBAHHBIX CHCTEM HA
nasEbit MoMmeHT BRITIEauT Ckanep-BC, umerommuii cepruduxar @®CTOK Poccuu u
BKJIIOYEHHBIH B €IMHBINA peecTp POCCHHCKUX IPOrPaMM UL 3JIEKTPOHHBIX BEMHCIHTEIBHBIX
MaiuH ¥ 6a3 JaHHEX (peectp poccuiickoro I10).

Hroro mo Becem 3Tanam: 5 991 995, 50 py6. 6e3 HAC (nsaTs MUIITIMOHOB IE€BATHCOT AEBAHOCTO
OJIHA THICSYA JEBATHCOT JEBSHOCTO IATH pyOieit), 50 Komeek.

IIpomy BHecTH MepornpusTie « MoIepHH3alHs CHCTEMBI 110 3alUTE NePCOHANBHBIX TaHHBIX 115
MCIIOJIHEHHS 3aKOHOMaTenbcTBa PDy» B MPOEKT HHBECTHIIMOHHOM nporpammbl 000
«CEBBRHEPI'OCBBIT» B cymme 5 991 995,50 py6. (6e3 HIC).

'
Hauvanpruk OUT 6:,, /77/9 Tpyceunes B.IO.
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Mcx. Ne2397 o7 05.05.2021 .

KomMmepyeckoe npeaoKeHue

OBIECTRBO ¢ OTPAHHYEHHOH OTBETCTBEHHOCTEIO «LleHTp HEbOpManHOHHOH 6e3011aCHOCTID HANPAB/IAET IEHOBOS
TIpENNOIKEHHE Ha OKa3aHHE YCIYT IO CO3I2HHEO CUCTEMEI 3aIIHTEL HH(OPMALIHH B 00O "Ceraneproctuir”

H " S . Kon- Er ms Ilena 6e3 nnc, | Cymma 6e3 HIC,
aMMEHOBAHHE TOBAP YCILYT: B0 I H3M. | e pYE.
Tlepenaga npasa Ha nenonbsopanue 10 ViPNet Administrator 4.x
(KC2) 1 I0IT. 77 880,00 77 880,00
ITAK ViPNet Coordinator HW 1000 4.x 3 . 328 600,00 985 800,00
[TAK ViPNet Coordinator HW100 C 4.x i IIIT. 158 000,00 158 000,00
IMAK ViPNet Coordinator HW50 A 4.x (+unlim) 3 . 75 000,00 225 000,00
KoMIIeKT AHCTpUOYTHBOB Jyis co3nagus ceTH VipNet 1 1. 960,00 960,00
[lepenaya npasa Ha ucnouesopanne IO ViPNet StateWatcher 4.x 1 IIIt. 89 460,50, 89 460,50
[ucTpubdytus [1O ViPNet StateWatcher 4.x Ha HocHTene 1 11T, 960,00 960,00
[IporpaMmuo-anmapaTeeii kommiexc "Cobons". Bepcusa 4, PCle 1 ILIt. 14 000,00 14 000,00
Hnertnduxarop Pyroker S 64KB, cepr. PCTIK 2 I, 3 250,00 6 500,00
[Ipaso Ha Hemoms30Banue Moy 3amutsl o HC/I u koRTpOns
vcrpoiicts Cpenctea saumTsl HEGopmanuu Secret Net Studio 8 190 11T, 8900,000 1691 000,00
'VeTaHOBOUHEIH KoMIuTekT. CpeacTBO 3amMTE HHpopManuy Secret
Net Studio 8 1 It 280,00 280,00
K104 aKTHBALMK CEPBHUCA IPAMOH TEXHUIECKOH MOMIEPKKH
yposus "Cragmapreei" mms C3U Secret Net Studio 8 190 | IMir. 1 420,00 269 800,00
[Ipaso Ba Hcnoms3oBanue CpencTpa 3amuTe! HEGopManun vGate
R2 Standard (3a 1 dm3uyecKHii Ipoeccop Ha 3alHITAEMOM XOCTE) 16 . 87 000,00, 1392 000,00
ggraﬂoaoqmﬂﬁ xommnext. CpencTeo 3auuTel nEGopmannn vGate
1 IIT. 275,00 275,00

KITI09 aKTHBAIIHH CEPBHCA NPAMOH TEXHHYECKOH MOMIEPKKA

osEs "Cragmapraeii” ans C3U vGate R2 Standard 16 | 1 10 800,00, 172 800,00
[paso na ucnonssosarse C3M ot HC/T Dallas Lock Linux 2 IMT. 9 500,00 19 000,00
MucTpu6yrre Dallas Lock Linux (cepruduxar CTIOK) 1 IT. 500,00 500,00
Cpencrso aHamH3a 3amuiieHHocTH «Cranep-BCy. Jlunensnd Ha
256 IP anpecos Ha 1 rog (per. Ne 231) 1 IIIT. 120 000,00 120 000,00
VeramoBouHsiit koMimiekT "Ckanep-BC" 1 1 900,00 1 900,00

ddu@secret-net.ru

+7 (978) 902-03-01



OCT3K)
VYeiyra yeranoeku u Hactpodku I10 ViPNet Administrator

4.x 1 Ve en. 9 000,00 9 000,00
Vemyra ycranoska u Hactpoiiku [TAK ViPNet Coordinator

HW 1000 4.x 3 Ve en. 80 000,00 240 000,00
[Yenyra yeranosku u Hactpoiiku ITAK ViPNet Coordinator

HW 100C 4.x 1 Yen. en. 30 000,00 30 000,00
Ycnmyra yeranoek# # HacTpoiiku [TAK ViPNet Coordinator

HW 50A 4.x 3 VYen. en. 18 000,00 54 000,00
DopMUpOBaHUE NAPOILHO-KIKOUEB0H HE(OpMALUH ALt

y3noB cetd 1 mr. (no 50 wryk) 8 Ven. en. 1 500,00 12 000,00
Yenyra yerasoBkH u HacTpoiiku ViPNet StateWatcher 4.x 1 Yen. en. 60 000,00, 60 000,00
Ycmyra yeraroBkn u Hactpoiikn C3U ot HCH (CITY) 1 Ven. en. 17 000,00, 17 000,00
Ycmyra yerasosxku u Hactpotiku C3H or HC] Secret Net

Studio 8 190 | Ven. en. 750,00 142 500,00
Ycmyra yerasoek# u HacTpoiiku [TAK "Coboms" 1 Ve en. 2 000,00 2 000,00
Yemyra yeraroekd 1 HacTpoiiky C3U or HCI vGate R2 2 VYen. en. 23 690,00 47 380,00

YCJ’I}T& YCTaHOBKH H HaCTPOI‘;IKH CpencTBa aHalH3a

yassaMocTed. Ckaruposanve APM Ha HanuuHe
YA3BEMOCTEH 190 | Ven. en. 800,00 152 000,00

Hroro 6es HAC: | 5991 995,50
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